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I. Purpose
This policy establishes guidelines for key management in Health Sciences facilities. It clarifies expectations for key ordering, key issuing, key tracking, master keys, key checkouts, rekeys, and lost keys.

II. Scope
All Health Sciences departments and building users who are issued building keys.

III. Definitions
Building Access Coordinator (BAC): Department designated individual who authorizes key orders, access requests, and rekeys. Please see HS Building Management website for more information.

Change key: a key which opens a specific set of rooms within a department.

Master key: a key that opens most or all rooms belonging to a specific department.

Rekey: the process of changing the lock on a door to be opened by a new or different key.

Sub number: a number that designates an individual key within a batch of keys. Sub numbers are used to track key assignments.

IV. Policy Statement 
HS Building Management is the key authority for Magnuson Health Sciences Center, Health Sciences Education Building, South Campus Center, Foege, and ARCF. HS Building Management approves and processes all key orders, room rekeys, and keying records for these facilities.

[bookmark: _Int_Ou4HQjuE]The Health Sciences key systems are organized by building and department. Each building has a key system which is designed along departmental lines. Departments are only authorized to request keys which belong to their departmental key systems. Departments are responsible for keeping track of their keys and coordinating with HS Building Management to resolve keying issues.

Ordering Keys
Departments can request new keys from HS Building Management as needed. An overview of the key ordering process is available on the HS Building Management website.

Only designated building access coordinators (BACs) may request keys on behalf of their departments. Departments are only authorized to order keys for their assigned spaces. If you need to order a key for a room that does not belong to your department, the request must be approved by the BAC for the department with ownership of the space. 

HS Building Management may deny new key orders if a request is unapproved, information is missing or incomplete, or the department has failed to follow the key policies established by HS Building Management. 

Issuing Keys
Departments should coordinate building access for their personnel and may request new keys as needed from HS Building Management. Each department should have a process in place for issuing and collecting keys as department personnel change. 

Departments must maintain records of which keys are assigned to individuals in the department. Departments may have a stock of keys that they issue from. Any stock keys which are not issued to personnel should be kept in a secure location. If a master key is reassigned, notify HS Building Management of the new assignment. Departments do not need to notify HS Building Management if a change key is reassigned within a department. 

Tracking Keys
Departments are responsible for tracking all keys in their possession. This includes keys which are issued to department personnel, keys kept in stock, and keys which may have been lost. Departments should also keep records of which keys correspond to which rooms. HS Building Management does not track key assignments on behalf of departments.

HS Building Management keeps records of all new key orders. Records of key orders include sub numbers of requested keys, who made the request, and the date they were requested. Departments may request a copy of HS Building Management key order records to compare with their key tracking records.

HS Building Management may request a department's key tracking records for verification. HS Building Management may deny new key requests or key checkouts if departments fail to provide requested key tracking information.

Obsolete keys, unidentified keys, or keys that are no longer needed can be brought to HS Building Management. We can assist with key identification. Keys that are obsolete or no longer needed will be broken and returned to the UW Lock Shop for recycling.

Master Keys and Key Audits
Each department is allowed a limited number of master keys to assign to essential personnel. Master keys may be assigned to a specific person or kept in a secure place within the department. Currently, departments are allowed up to four master keys for their use. Exceptions to the limit may be considered on a case-by-case basis. 

HS Building Management keeps records of master key assignments. Departments are still responsible for independently tracking the assignment of their master keys. 

Additional master keys may be requested through HS Building Management. To request an additional master key, you must provide reasoning for the request and contact information for who the key will be assigned to. HS Building Management may deny a request for new master keys based on the amount of master keys already issued, previously lost master keys, or failure to comply with any of our other written policies. If an existing master key is reassigned to a new contact, notify HS Building Management.

Departments must provide information about their master keys upon request. HS Building Management conducts master key audits biannually. HS Building Management will provide each department with the most recent version of master key assignments from our records during the audit. HS Building Management may deny new key requests or key checkouts if a department fails to provide requested master key assignment information.

Key Checkouts
Please refer to the Health Sciences Key Checkout policy for complete information on Health Sciences key checkouts.

Rekeys
All rekey requests are submitted through UW Facilities and approved by HS Building Management.

Rooms must be rekeyed if re-assigned to a new department or if existing keys to the room are lost. Departments may not transfer spaces and continue to use another department’s key series. Rekeys should be completed as a part of the space transfer process.

Departments may only rekey spaces that belong to them. If a space transfer has occurred, we may require information about the transfer to authorize the rekey.

Lost Keys
Lost key reports must be made as soon as possible to the affected department and HS Building Management. Lost keys must also be reported to the UW Police Department as a lost or stolen item. HS Building Management will contact the affected departments following a report of a lost key. HS Building Management may convene a meeting between campus partners, such as the Lock Shop or UWPD, to conduct risk assessment for the lost key. 

It is strongly recommended that all spaces opened by a lost key are rekeyed. Rekeys are done at the expense of the department which lost or owned the key. Departments assume all risks if they choose not to rekey following the loss of a change key. If the lost key is a master key, department leadership must acknowledge the security and safety risks associated with declining a rekey.

[bookmark: _Int_oTb3A64v]If building keys are turned in to HS Building Management’s lost and found, we will notify the department BAC for retrieval. 
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